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Phishing Campaigns
We all use at least one email address, no matter our day-to-day profession. Thus, the majority of attack
vectors use it for fraudulent reasons from stealing credentials to gain access to your computer or phone;
such emails are known as “phishing” emails. There are two types of malicious campaigns:
1. The ones which are massively sent to entities in a much larger target audience – which can be
easily detected;
2. Targeted emails which are crafted specifically for the receiving parties, sometimes even in their
native language and correct information.

Mass Campaigns
Let’s take a look at the following non-targeted email:

There are multiple key red flags in this email:
1.
2.
3.
4.

The “from” address is clearly fishy;
The message is poorly formatted and structured;
A deadline implies a sense of urgency to trick you into clicking the link as soon as possible;
Hovering over the link exposes a completely non-relevant domain:

5. The footer references Microsoft which is misspelled and not relevant in this context;
6. No contact information is included.
We recommend to simply ignore such cases and block the sender address or delete the message
altogether.

Spear Phishing
Campaigns known as “spear phishing” are dangerous as they may look quite real even to tech-savvy
people. Advanced attackers will impersonate entities after gathering as much information as they can.
For instance, foreign actors will try to send emails in the native language of the receiver with attachments
or links crafted to their profession or interests.

Classification: Internal
Raiffeisen Bank Kosovo
SMCS Working Group

Page | 1

Online Security Tips – Protect yourself from online fraud
Revision: 1.1

Unfortunately, the email protocol is not secure by design; attackers can send you emails from legitimate
addresses of an entity (known as “email spoofing”). However, in these cases, reputable email providers
such as Microsoft Outlook and Gmail will automatically detect and classify the vast majority of them as
spam/junk. Hence, attackers try to avoid forged emails and instead use domains which are almost
identical to the original one.
To best understand this technique, we will outline another case scenario which is typically used in a
targeted manner appearing to be sent from our bank:

At first sight, the email looks legitimate – it is in the native language of the client recipient, contains a
signature which is similar to the one we use, and also uses the “bank.com” domain which may not be
seen suspicious in the beginning, but in fact, it is; perhaps a good time for the reminder that we never
use any other domain name except the official “raiffeisen-kosovo.com”. Moreover, such emails are almost
every time unexpected so you should be extra cautious before proceeding further.
As always, the best way to reach a conclusion is to hover onto the link(s) and pay attention to the domain
that is referenced. If it does not match our official domain, then it is most likely fraudulent and should
possibly be forwarded to siguria@raiffeisen-kosovo.com or to Customer Service at +383 (0)38 222 222.

Classification: Internal
Raiffeisen Bank Kosovo
SMCS Working Group

Page | 2

